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Introduction

The patient’s treatment record is legally regarded as “health information” and is an
integral part of the provision of dental care. A record of each encounter with a patient
will improve diagnosis and treatment planning and will also assist with efficient, safe
and complete delivery of care considering the often chronic nature of dental disease.
The treatment record will also assist another clinician in assuming that patient'scare.

The treatment record may also form the bass of self protection in the event of a
dispute associated with any treatment provided and it may also form the basis for
some types of self monitoring or audit systems used in quality review systems.

Additionally, the treatment record may assist in patient identification or other aspects
of forensic dentistry.

The management of all personal information in New Zealand iscovered by the Privacy
Act 1993. Where the information concerns a patient’'s health, the Health Information
Privacy Code 1994, a special code of practice issued under the Privacy Act, applies.
The Health Information Privacy Code 1994 (“HIPC") carriesthe same force of law asthe
Privacy Act. It provides rules for all dentists whether they are in their own practice,
associated with or employees of others, on the handling of health information relating
to identifiable patients.

The HIPC defines “health information” in relation to an identifiable individual as:

(@) Information about the health of that individual, including that individual's
medical history.

(b) Information about any disabilities that individual has, or has had.

(©) Information about any services that are being provided, or have been
provided, to that individual.

(d) Information provided by that individual in connection with the donation, by
that individual, of any body part, or any bodily substance, of that individual.

(e) Information about that individual which iscollected priorto orin the course of,
and incidental to, the provison of any health or disability service to that
individual.

The Code of Practice: Patient Information and Records is a review of the rules of the
HIPC and an explanation of how these rules specifically relate to dental practice. The
Code of Practice is not intended as a substitute for the HIPC. Where this Code of
Practice isinconsistent with the HIPC, the HIPC prevails. The HIPC is available at the

the Privacy Commissoner will also provide on request a copy of the HIPC with a
commentary for assisting in interpretation.

Part 2 of this Code of Practice sets out the nature of health information and the
treatment record. Part 3 sets out and reviews the specific Rules from the Health
Information Privacy Code 1994. Part 4 provides a checklist to assess compliance with
this Code of Practice.
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Health information and the treatment record

There are many features which make health information a unique and special form of
information. Most health information iscollected in a situation of confidence and trust
in the context of a dentist/patient relationship, and therefore must be regarded as
highly confidential.

Some health information is also highly senstive and can include details about an
individual'sbody, lifestyle and practiceswhich are particularly intimate or which could,
if improperly disclosed, be misused. Health information may also be required long after
it has ceased to be needed for the original purpose, and accordingly a minimum
period for retention of the record is an important consideration.

In the dental setting, health information is generally maintained in the patient's
treatment record. The patient'streatment record is:

An account in any permanent form collected methodically and preserving
information of oral health and any associated financial transactions that serve
as legal evidence of that information.

The patient'streatment record therefore encompassestwo parts:
e those parts relating to the service or treatment provided; and
e those relating to the associated financial transactions.

The patient’'streatment record includes (but isnot limited to):

- Clinical notes including any charting made by a dentist

- Completed medical history questionnaires

- Documents relating to informed consent

- Copies of any correspondence relating to a patient

- Radiographs and/or any tracings or measurements relating to these

- Study models and other models used in the construction of orofacial prostheses

- Any gspecial tests including histopathology and/or microbiology reports, blood
screens, saliva testing, CAT or MRl scans and reports from any other radiological
investigation.

- Digital information relating to computer assisted restoration design processes

- Clinical photographs or digital images

- Records of any financial transactions

The patient’s treatment record must contain a record of any and all treatment or

service provided within a dental practice, whether it isprovided by the dentist or any
other health practitioner or other employee of the dentist.

This record must include:

(a) The name, gender, date of birth, address and telephone numbers of the
patient;
(b) If the patient is under 16 years of age, or does not otherwise have legal

capacity, the name and address of the patient’'s representative (see Rule 2
part (b) of this Code for the definition of representative in this context);

(© A concise and relevant sgned medical history which is updated at
appropriate intervals;
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(d) The date of any visit and also of any appointment made for which the patient
has failed to attend;

(e) Reason for the attendance;

()] Detail of any presenting complaint, relevant history, clinical findings, diagnosis,
treatment options given, and final treatment plan agreed upon,;

(9) A concise description of any and all treatment or services provided;

(h) Any medicines prescribed or dispensed including the quantity, dose and
instructions.

The record should, in the interests of best practice, also include:

0] A description of any procedure, including any materials used, variation from
any standard or usual technique, and any general comments on the
procedure undertaken. The detail of the description should reflect the
complexity of the treatment or the seriousness of the potential outcomes;

()] Any treatment advised by the dentist that the patient has declined,;
(k) Consents obtained for treatment;
() Advice given to the patient on any pre- and postoperative instructions and

any likely treatment outcomes and/or complications;

(m) Unusual responses to treatment reported by the patient;

(n) Estimates or quotes for fees involved,;

(o) Relevant comments by patients on concerns regarding treatment offered;
(p) Any complaints made regarding treatment provided.

Entries into the treatment record are the responsbility of the dentist providing the
treatment and should be identifiable to that clinician if more than one clinician is
involved in the practice or providing for that patient’'s care. All entries must be
indelible.

Written records must be legible and any abbreviations used should be standard. They
must be readily understood by any third parties who access these records. The
information held regarding individual patients must be accurate, up to date,
complete, relevant and not misdeading. Information which is subject to change over
time should be checked for accuracy and updated at appropriate intervals. Dentists
should keep a list of standard abbreviationsand their meaningsfor use by otherswho
may access these records.

Dentists or their staff must not alter or delete information recorded at an earlier date.

The principlesapplying to records extend to computerized records. They should be of
the same standard and identifiable to a specific clinician. Computer records must be
time logged so that alterations made to them at a later date cannot be hidden. If
codes are used, this information must be readily converted to plain language which
can easily be understood by an outside observer.

In addition to the Privacy Act 1993, some other laws are applicable to the
management of the patient's treatment record. These will be identified where
appropriate under the review of the individual rules of the Health Information Privacy
Code.



Interpreting the Rules of the Health Information Privacy Code 1994

Thissection isa “plain language” interpretation of the rulesof the HIPC, adapted to the
dental setting. Where any clarification isrequired, the reader should consult the HIPC

Rule 1

@

Rule 2

@

(b)

(c)

Rule 3

€Y

Purpose of Collection of Health Information

Health information about an individual must be collected for the purpose
of the care and treatment of that patient or to assist in the administrative
aspects of care giving or treatment. Health information must not be
collected for any other purpose. A dentist may be asked to justify the
collection of certain items of information.

Source of Health Information

When health information is collected it should be collected directly from
the individual concerned. The exceptions are:

0] in stuations where the individual authorises collection from
someone else:

(ii) where the collection from the individual prejudices their own
interests, for example a patient with a severe mental disability:

(i) where collection isnot reasonably practicable, forexample when
the individual is unconscious.

In these situations the person from whom the information is collected is
known astheir “representative”.

The Health Information Privacy Code defines a representative as:

e Where that individual is dead - that individual's personal
representative;

e Where the individual is under the age of 16 years - that individual's
parent or guardian;

e Where the individual, not being an individual referred to above, is
unable to give his or her consent or authority, or exercise his or her
rights — a person lawfully acting on the individual's behalf or in his or
her interests.

The dentist should take due care to ascertain whether ssomeone claiming
to be an individual'srepresentative haslegal authority to do so. If a dentist
has obtained health information from someone other than the individual
concerned it is appropriate to record the source of such information.

Collection of Health Information

When health information is being collected from an individual or their
representative the dentist should take reasonable measuresto ensure that
those involved are aware that the information is being collected, its
purpose and the consequencesif all or part of the requested information
is not provided. Measures may include:
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Rule 5
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(b)

(c)

(d)

e averbal explanation;
e anotice on display;
¢ explanatory notes on standard forms;

e an explanatory brochure.

In most casesthe fact of collection, and the purpose, willbe obviousfrom
the context. The first time information is collected from a patient the
dentist must provide a full explanation of the purpose of the collection.
Explanation may not be necessary on subsequent occasions unless the
information sought subsequently pertains to a different circumstance,
treatment or purpose of collection.

The patient has the right not to supply any requested information. The
consequences of not supplying information might include, for example:

e That a particular treatment cannot effectively be continued;
e That a claim cannot be granted or processed.

The patient must be made aware of the consequences of not supplying
information that has been requested by the dentist.

The patient or their representative should be made aware of their rights of
accessto, and any subsequent correction of, collected information (see
also Rule 6 and Rule 7).

Manner of Collection of Health Information

Health information must be collected in a manner which islawful, fair and
which does not unduly intrude on an individual's personal affairs. This
means that the dentis must not give a mideading impresson of the
purpose of collection or offer any inappropriate inducementsor threatsto
obtain information. Health information must not be coerced from
individuals.

Storage and Security of Health Information

Itis the responsibility of the dentist to ensure that they themselvesand their
staff keep a patient'sinformation confidential.

Information that hasbeen obtained for one purpose shall not be used for
any other purpose unless the dentist considers that use for that other
purpose has been properly authorized by the patient or their
representative, or the information isused in a form in which the patient is
not personally identified.

The exception to this rule is where use of the information is necessary to
prevent or lessen serious and imminent threat to public health or safety,
the life or health of the individual concerned or another individual.

Accordingly, information should be disclosed only with the permisson of
the patient except when the law requires otherwise. Dentists should
ensure that:

e all daff are familiar with the grounds for disclosure of patient
information; and

e these groundsof disclosure should be in written form and available to
patients.
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The dentist must ensure the adequate physical security of the patient’s
record when that record is in use and when in storage.

For physical records this includes smple precautions such as locking filing
cabinets and locking unattended rooms where records are stored.

For computerized records, control must be exercised over storage,
availability and use. Computer monitors should be postioned so that they
cannot be seen by unauthorized persons. Back-up discs and/or tapes
should be stowed remotely from the main computer system, preferably
off-site, and they should be rotated within the back-up protocol daily.

In respect of computer records, the dentist and/or staff should ensure that:

e an individual's records are not able to be viewed, copied or
downloaded via the internet if the practice hasa connection to the
internet. This may involve the use of some form of computer firewall;

e If an internet connection is present the record should be protected
from malicious damage or corruption by using antivirus software;

e all electronic correspondence remains confidential;
e the back up system is reliable and regular.

Any telephone conversations about the records, with the patient or their
representative, or with a colleague, must be confidential and any recently
completed medical history questionnaires waiting to be viewed by the
dentist are not able to be viewed by unauthorized persons.

Access to personal health information

Patients, including children, have the right of access to their record and
the information contained therein. An individual can make a request to
accesstheirrecordsin writing or verbally. Parentsor guardiansmay make
requestson a child’sbehalf but only in the child’sinterest, not in their own
interest.

In practice very few patients seek access to their treatment record.
Requests for access are usually in relation to a complaint. The dentist in
maintaining the treatment record should always do so assuming that the
record may be read by the individual concerned at a later date.

When a request for access is made, the practitioner must:
0] be satisfied as to the identity of the individual making the request;

(ii) ensure the information sought is received only by that individual or
their representative. This may involve having the individual or
representative sign a receipt for the information;

(i) ensure that a representative has current authority and is properly
authorized to obtain the information.

The information requested can be made available in a number of ways
including:

inspection of a document;
copy of documents;

an excerpt or written summary;
provided verbally.
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The information should be made available in the form that the individual
has requested. However, access can be made available in a different
form if the form requested would impair efficient administration, or be
contrary to any legal duty of the dentist or prejudice the interests of
sections 27, 28 and 29 of the Privacy Act 1993. When information is not
supplied in the form requested a reason must be given.

If there is good reason for withholding some of the information in the
record a copy of the record may be made available with appropriate
deletions and/or alterations. An example of such a stuation iswhere the
record contains information about another individual. When records are
made available with deletions, reasons for withholding the information
must be provided.

In accordance with the requirementsof the Privacy Act 1993, it isthe duty
of the dentist to give reasonable assstance to an individual making a
request for access to their record.

When a request ismade, the dentist must decide in what form to release
the information and to notify the individual concermed. Decisonsmust be
made assoon asisreasonably practicable and no later than 20 working
days after receipt of the request. In that time the dentist must decide
whether the request is to be granted.

Where the time limit isto be extended the individual concerned must be
informed as to the period and reason for the extension, and that they
have the right to make a complaint to the Privacy Commissoner about
the extension.

A request for access may be refused if:

0] the information is not readily retrievable. This must not be on the
grounds of administrative inconvenience. In refusing access on
these grounds the dentit may need to demonstrate that
reasonable endeavors have been made to retrieve the record.

(ii) the information doesnot exist or cannot be found. Before refusing
a request on these grounds it is advisable to discuss with the
requester exactly what information is being sought.

A payment shallnot be demanded for complying with requestsforaccess
to records and the information contained therein, except in the
circumstance where an individual makes a request from a dentist in
respect of the same or substantially the same health information more
than once within a period of twelve months. In this cicumstance the
dentiss may make a reasonable charge for making the information
available on the second or subsequent requests. Any charge shall be
based on administrative time and printing, postage, and other actual
costs and if thisisto exceed the sum of $30 the dentist must provide the
individual with an estimate of the charge before dealing with the request.

In a group where there are associated dentists practicing, and in the
absence of an agreement to the contrary, the principal owner of the
practice is responsible for compliance with the Privacy Act.

The dentist must not disclose any aspect of the patient'streatment record
unless they are satisfied that the person making the request is the patient
or the patient’'srepresentative, and that they have the authority to make
such a request. The dentist should use due discretion as to whether it is
appropriate under the circumstances for a patient's representative to
receive the record.
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Correction of Health Information

An individual patient or their representative may request that information
in theirtreatment record be corrected. If thisrequest isdenied, the record
should contain a statement of the correction sought but not made.
Reasons for refusing to correct information may include, but are not
limited by, the following:

0] The dentist believes that the original information is correct;

(ii) The information is clearly identified as opinion material and
represents correctly the opinion held at the time;

(i) The information isbelieved to be correct at the time it wasmade,
circumstances have changed and there are no means of
verifying correctness.

In taking reasonable stepsto correct patient records the dentist must be
sure the information is accurate, up to date, complete and not
mideading. When a change is made it should be identifiable to the
dentist, patient or other person authorizing the change.

No payment may be sought for requests for correction of the record or
attaching additional information to the record.

Accuracy of Health Information

The dentist must not use health information without first taking reasonable
stepsto ensure that it isaccurate, up to date, complete, relevant and not
mideading. The stepstaken depend on the importance of the information
with regard to the proposed use. The more important the information isto
the proposed use, the more rigorous should be the steps to ensure that the
information is accurate, up to date, complete, relevant and not
misleading.

Retention of Health information

A dentist shall not retain health information for longer than required for the
purposes for which the information may lawfully be used but is not
prohibited from retaining any health information aslong asisnecessary or
desrable for the purpose of providing oral health services. As health
information is often used for future diagnosis and care this rule does not
limit the maximum duration of retention.

The Health (Retention of Health Information) Regulations 1996, however,
requires that the dentist retains health information for a minimum of 10
years from the date shown in the treatment record as the last date for
which dental health serviceswere provided for an individual. It istherefore
unlawful for a dentist to permanently dispose of health information relating
to an individual treated within the last 10 years.

The obligation to retain health information doesnot prevent a dentist from
transferring that information to another dentist, to the individual
concerned, or that individual's personal representative. Where a dentist
transfers health information in these cases, the dentist ceases to be subject
to the obligation to retain the information. Where health information is
transferred to another dentist, that dentist holds the information subject to
the obligation to retain the information as imposed by the Regulations
under Rule 9(b) above.
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A dentist may, with the permission of the patient or the representative,
transfer records to another practitioner and in doing so the dentist transfers
any obligationsrelating to retention of recordsto that practitioner. Where
records are transferred in this manner it is prudent for the dentist to retain a
copy of the record for situationssuch asa future complaint regarding the
guality of care provided. An outstanding account isnot an excuse forany
refusal or delay to transfer the information.

Dentists in sole practice should make advance arrangements for the
transfer of records priorto ceasing practice. Dentists practicing in a group
arrangement do not have automatic right to ownership of any record
should the practicing arrangement cease. All dentists practicing in a
group environment should give some consideration as to what should
happen to anindividual'streatment record should thisstuation arise.

Limits on use of Health Information

Health information obtained for one purpose cannot be used for another
purpose unless the individual concerned has authorized that use.

Rule 10(a) does not apply where the information isto be used for health
research and the information does not identify a paricular individual.
However if health information regarding an individualisto be disclosed for
the purposes of a research program, the consent of the individual
concerned should be obtained unlessit isnot practicable or desrable to
obtain that authorization.

Limits on Disclosure of Health Information

There may be many circumstances where requests are made by other
dentists or other regulatory bodies or individuals, for disclosure of
information regarding identifiable individuals. The most common situation
is where another health care professional makes such a request in order to
provide health or disability services to an individual. Such disclosure is
permitted by section 22F of the Health Act 1956 and there are only limited
circumstances where such a request can be refused. The health care
professional making the request does not usually need the patient's
consent to make the disclosure but one important ground on which the
request may be refused is if the dentist believes that the individual
concerned would not want the information disclosed to the requester.

Health information may be disclosed to a patient’srepresentative but the
request may be refused if the dentist has reasonable groundsto believe
that the patient would not want the information disclosed to that
representative.

Under other legidation information can be requested from a dentist by
authorities or other statutory or regulatory bodies. Prior to disclosure of any
information the dentist should request in writing exactly what information is
required and the statutory provison which requires the dentist to provide
the information in such a situation.

The Children Young Persons and their Families Act 1989 also has provisons
which allow and protect the release of information to a relevant authority
or person in cases of suspected neglect or abuse of a young person.
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Unique Identifiers

Unique personal identifiers are numbers, letters or combinations of these
and are commonly used in computerized treatment record programs or
for the storage and retrieval of radiographs. These are permitted if they
are for the use of the particular dental practice only. A dentist is prohibited
from using the same identifier given by another body for an unrelated
purpose, forexample driver'slicense numberorpassport number

Compliance with the Health Information Privacy Code

(@

(b)

The dentist should ensure that there are one or more persons within the
practice whose responsibilities include:

0] ensuring compliance with the Health Information Privacy Code
1994;

(ii) dealing with requests pursuant to the Privacy Act 1993;

(i) co-ordinate with the Privacy Commissoner regarding any

investigations conducted under the Privacy Act.

Patients or their representatives should be made aware of their right to
complain directly to the Privacy Commissioner regarding an interference
with their privacy. It is likely that the Commissoner would expect the
complainant to have first approached the practice concerned asking for
the matter to be consdered. Hements of a satisfactory complaints
procedure should include independence, opportunity for both sidesto be
heard, and a prompt response to any concerns raised.
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Checklist

The following checklist provides a form of self assessment for compliance with the
suggested standards for record keeping.

(a) Confidentiality of health information is guaranteed

(b) Only necessary information is collected

(© Explanation of why information is collected

(d) Patient or representative is aware that information can be accessed and if

necessary, corrected
(e) Records are complete and include

-correct personal details

-regularly updated medical history

-history, observations, diagnosis and treatment

-advice given and any treatment advised but declined by patient
-treatment undertaken

-drugs dispensed or prescribed, dose, quantity and instructions
-consents obtained

-unusual responses to treatment reported

-estimates or quotes of fees

) Entries in permanent form and identifiable to clinician

(9) Records legible, abbreviations standard, codes readily converted to
common terms

(h) Computer records time-logged, secure and reliably backed up
(i) Storage

-secure
-retention for minimum period of 10 years
-if disposing of records offer to patient
-dispose according to patient’swishes
-dispose preserving privacy

()] Access
-check identity of person making request
-release information only to patient or their representative
-written authority for representative
-reply to requests for information within 20 days

(k) Person in practice designated to deal with privacy complaints



